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Description of Problem or Suggestion: 
Testing of router filtering not done in early stages. FOS isolation LAN is dependent on this capability. Even this approach 
leaves FOS LAN open to loading from individuals with access to IST systems (SCFs) without authorization, machines posing 
as ISTs (faking ethernet and TCP/IP addressing) and from machine and software failures which flood the network. 

Originator’s Recommendation 

Test router filtering from beginning. Cover risk of router filtering design for FOS very clearly in Risk Analysis documentation. 
ESDIS must accept the risk. 
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